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A complete sequence diagram of an Ajax request is shown in Figure 13. In the sequence
diagram, one can see that the same webpage is present and active while the Ajax server request is
being made. The XMLHttpRequest object does its work asynchronously. Callback functions are

invoked when the asynchronous methods are complete.

Figure 13.Ajax sequence diagram.

3.5 JavaScript Object Notation
JSON[11] is primarily used to transmit data between a server and Web application,
providing an alternative to XML. It has two primary advantages over XML when used for Ajax

responses:

* JSON can be naturally processed by JavaScript and does not require complicated parsing

like XML requires.
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e The JSON format is more compact than XML and can make server responses shorter and

thus faster.

JSON objects consist of a list of name-value pairs. An example of a serialized JSON object is

shown in Figure 14.

"userId": 2322,

"userIdn": "Smith",
"courselds"”: [255,453,2094,1234],
"phone™: {

"home": "555-5555",
"work": "555-5555"

Figure 14.Example of a JSON object.

3.6 PostgreSQL

PostgresSQL[6] is an object-relational database. It is an open source alternative to
commercial databases like Oracle and SQL server. PostgresSQL is now comparable with
commercial databases in terms of features, performance, log shipping, clustering, and reliability.
It has transactions, views, stored procedures, and referential integrity constraints. It offers more
security, reliability, and data integrity than its primary open-sourced competitor, MySQL.
Though it is not as fast as some commercial database tools, its speed is sufficient to handle a

project with a relatively small database such as this one.
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3.7 Socket Programming
A socket[10] is a software endpoint that establishes bidirectional communication between
a server program and one or more client programs. The socket associates the server program with
a specific hardware port on the machine where it runs so that any client program anywhere in the

network with a socket associated with that same port can communicate with the server program.

Client
Program

Server Port Clien
Program 4321 qt—3» Fmgraii"n

Client
Program

Figure 13.Socket programming.

A server program typically provides resources to a network of client programs. Client
programs send requests to the server program, and the server program responds to the requests.
One way to handle requests from more than one client is to make the server program multi-
threaded. A multi-threaded server creates a thread for each communication it accepts from a
client. A thread is a sequence of instructions that run independently of the program and of any
other threads. Using threads, a multi-threaded server program can accept a connection from a
client, start a thread for that communication, and continue listening for requests from other
clients.

3.7.1 Workings of a Programming Server

The main components in the programming question type are:

¢ Web page (displays the Compile button).



e Action class.

* Programming server.
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The steps that take place during compilation are illustrated in Figure 14.

1. The program is submitted to the Web server by clicking the Compile button in the

webpage (for example,ProgrammingQuestionAttempt.jsp).

2. The Action class (for example, ProgrammingQuestionAttemptAction.java) in the web

server receives the program and sends it to the ProgrammingSocketutil.java class.

This class then establishes a connection with the programming server and forwards

the answer to it.

3. The programming server, named as SocketServer.jar, then compiles the program.

4. The results of the compilation are sent back to the ProgrammingSocketutil.java class.

5. The ProgrammingSocketutil.java class then sends it to the Action class.

6. The Action class then returns the compilation result to the webpage.

ProgrammingQuestionAtt
empt.jsp

Run Button
Web Browser

1

ProgrammingQuestionAttemptAction java

ProgrammingSocketUtil.java
Web Server

3

SocketServer.jar

Programming Server

SocketServer jar
Programming Server

4

ProgrammingSocketUtil.java

5
ProgrammingQuestionAttemptAction java
WebServer

6
ProgrammingQuestionAtt
empt.jsp

Run Result

WebBrowser

Figure 14.Socket server workflow.
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3.8 Version Control System
3.8.1 Subversion

Subversion [12], a version control system, was used in this project. Subversion is a
configuration management system that allows multiple users to develop concurrently on a
project. One can check out the latest version of the code from the repository, make changes to it,
and then commit the files back to Subversion. Subversion keeps track of the changes and then
integrates them back into the main code base, or it lets the programmer know if other
modifications were made between the last download and subsequent upload.

Subversion repositories can be accessed by the following means:

* Local file system or network file system

* Over HTTP or HTTPS by using the mod dav_svn module for Apache 2

e Custom SVN protocol, using plain text or over SSH

We adopted the Apache method to access files on the server through HTTP. We found
this method to be easier to use than the other means, mainly because HTTP has fewer problems
getting through firewalls.
3.8.2 Subclipse

We also used Subclipse, an Eclipse plug-in that provides the ability to interact with a
Subversion server, to manipulate the project on a Subversion server in the Eclipse environment.
This saved time that would otherwise have been spent going back and forth between Eclipse and

Subversion.
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CHAPTER 4

TESTING

Testing is involved in every stage of the software life cycle, but testing done at the
software development level has its own set of objectives. At this stage, testing becomes the most
vital part of the system that runs and compiles the developed programs. Note that in this case, the
system is isolated from iNetTest and communication between them is established via sockets.
The vulnerabilities involved in socket programming are:

» Sockets should always bind to a specified port.

Releasing the socket is important once communication is completed.
Threads should be both created and aborted at specified points.

Deadlock conditions need to be addressed appropriately.

YV WV VYV V¥V

If multiple requests are encountered, they should be queued. Otherwise, a new socket
should be created for them.

» It is necessary to check the correct functioning of all security-related features of the

application.

Methods of testing this add-on system are explained in the following sections.
4.1 Unit Testing

Unit testing [8] is a method by which individual units of source code are tested to
determine if they are fit for use. It tests the basic unit of software, which is the smallest testable

29 ¢c

piece of software and is called “unit,” “module,” or “component.” Unit tests are typically written

and run by developers to ensure that the code meets design parameters and behaves as intended.
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In this project, every class had its own unit test case for determining if each method
within that class worked as expected. JUnit[8], a unit-testing framework for the Java
programming language, was used to automate the process.

Sometimes, classes may have references to other classes; thus, testing a class can spill
over into testing another class. A common example in a J2EE project is the action class that
depends on httpRequest. To test the class, I used the mock object StrutsTestCase, an extension of
the standard JUnitTestCase class that provides facilitates for testing code based on the Struts
framework, thereby allowing one to test Struts code with or without a running Servlet engine. In
this way, one does not need to start the server container for each test of a single action class,
which makes the unit test more efficient.

4.2 System Integration Testing

Unit testing by definition only tests the functionality of units themselves. Therefore, it
does not catch integration errors or broader system level errors. So, system integration testing
[13] must also be performed against the application. System testing tends to affirm the end-to-
end quality of the entire system. A system test is often based on the functional requirement
specification of the system. Non-functional quality attributes, such as reliability, security, and
maintainability, are also checked.

While integrating the socket server with iNetTest, it was necessary to ensure two things:
first, that none of the existing features collapsed due to the additional features, and second, to
ensure that after integration, all the add-ons worked as expected. These tests were performed by
manually checking all question types.

Due to the small scale of this project, we employed an exploratory testing method to test

the application for correct behavior prior to release to the end user. In this method, we invited



33

end users to access and explore the user interface of the application, using as many of its features

as possible.
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CHAPTER S

ENHANCEMENT RESULTS AND FUTURE WORK

The enhancements made to the iNetTest system were designed and implemented over a
period of several months. Features were added one by one to the iNetTest system, as required.
All security issues that were introduced to the system were resolved and tested successfully. The
enhancements have made many improvements to the user interface and steered the overall
direction for the development of the iNetTest system.

5.1 Overall Improvement

We added three main features to the iNetTest system: run programs through iNetTest,
improve the group grading of programming questions, and add support to run the scripting
languages. Adding these features introduced many vulnerabilities to the system, which were also
resolved successfully. The enhancements made the interface more functional and interactive.

The capability to run programs through iNetTest provides a new way to test computer
programming, and removes the need to install any compiler or IDE on students’ individual
computers. With the new interface, related test answers and code are easily accessible at the
same time as other instructor data. Students can save time when working with this kind of
interface, given that they do not need to store any files or code on their computers.

Our use of Ajax and JSON makes grading of individual assignments easier, and it greatly
enhances group grading. The new interface for group grading saves a lot of time by providing
Run All and Compile All features. These two features facilitate accessing answers of all students
at once on the same page. The iNetTest system puts scores on the same page; this makes grading

much more convenient. In addition, iNetTest is designed to kill any program with infinite loops
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and protect the server against bad code. As well as grading for individual students, iNetTest has
been modified to run the student’s program and show the instructor’s test code in the same place.

The idea was to provide the instructor with as many options as possible for computer
programming tests. In addition, the number of programming languages supported was increased.
Finally, iNetTest was enhanced in a way to support scripting languages(Ruby, Python, Perl, and
PHP).

5.2 Conclusion

This report discusses the design, development and implementation of three iNetTest
features. This is a Web-based application that can be used by students, instructors, staff, and the
general public. We designed it with generality and extensibility in mind. Therefore, with a few
modifications, it could be used for any operation. It is a fully featured system that allows
instructors to easily create and grade tests, as well as to allow students to take tests.

We used an object-oriented development approach in building this system. This approach
facilitated code reuse and simplified the development of a manageable system. The OO approach
has also made the code less intrusive and less coupled, while making the entire system more
flexible and easier to extend.

We built this project using a three-layer architecture. This structure separates the
presentation layer, business layer, and data layer from each other. Any change in one layer does
not necessarily cause changes to the other layers.

While building this system, we used extreme programming (EP)[9], one of the most
popular agile software development processes. As such, EP enables developers to confidently
respond to changes in customer requirements, even late in the life cycle. Managers, customers,

and developers are all equal partners in a collaborative team. EP implements a simple and
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effective environment that enables teams to be highly productive. Using EP, programmers
constantly communicate with customers. They keep their design simple and clean, while
delivering the system to the customer as quickly as possible with the changes implemented.

We used Eclipse to develop this project. Eclipse is one of the most popular open source
integrated development environments (IDEs). It has numerous features, such as syntax checking,
code completion, code generation, and code folding. In addition, it supports Ant, CVS, and
JUnit—all of which we used in the development of this project. One of the most useful features
of Eclipse is automated refactoring. Also, Eclipse is faster and more stable than other IDEs. All
of these factors combine to help developers write clean and efficient code easily and quickly.

The team managed version control with a system called Subversion (SVN). We
configured an SVN server and integrated it with Apache so that we could access the server
through HTTP. SVN allows one to keep track of the change history of the source code, and it
allows one to easily roll back to a previous version if needed. It also facilitates development
when two or more developers work on the same project.
5.3 Future Work

The programming questions of iNetTest can be enhanced in many ways in the future.
These future enhancements and extensions could include:

* Auto code completion or suggestions could be added to the online editor.
* Auto code generation is also a suggestive feature in all IDE; it could be implemented in
the iNetTest editor.
Both of these enhancements would provide students with an interactive and friendly user

interface.
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